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I use the patterns develop in this paper to model trust relationships (trust boarders, trust anchors) in Zero Trust Architectures.

As an example, I model the process of Downloading an NetBSD ISO Install Image, which has been signed by the NetBSD security officer with a detached GnuPG signature. This is SLSA Level 1 according to the »Supply-
chain Levels for Software Artifacts«

I will extend the process from SLSA Level 1 to SLSA Level 4, which will include Reproducible Builds and an immutable linked list of hashes in concatenated Merkle trees.

Applied Examples: GnuPG Key Signing

The sub directory GnuPG-WoT-Download contains applied examples of the trust modeling. It is work in progress, but already contains some diagrams.

My goal is to model a reproducible builds distribution process with a zero trust architecture. And threat model it in PASTA as well as STRIDE.

Archimate Diagrams

Example from Paper Applied to the NetBSD download

Page 6: Fig 32a: The Trust Assessment Pattern Page 6: Fig. 3: The Trust Assessment Pattern: GnuPG Download Signature
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Example from Paper Applied to the NetBSD download

Trust Composition Page 8 Figure 7: Trust Composition: Downloading a GnuPG signed NetBSD ISO Install Image
I Motivatio! "Motivatio
Mothaton Modvationl,
I
' |
I
I o) P | o) je
: «Trustors Trustor I aTrustors Download an authentic
| Stakeholder Intention | Downloader IS0 image with integrity
I
I
' |
! I
! I
I I
! I
I
I
I
| e : P
I wTrusts | wTrusts
: [trust degree = high] | Downlead and Signature
| : are trustwarthy
I | [trust degree = high]
I
' |
! I
I I
I
I
i b b .
| Capability Vulnerability I
| Belief Belief I §o) e
I
: | Bownloading the ISO Image The GnuPG Signature protects
L | to update the OS the integrity and authenticity
I of the IS0 Image
I
| |
L,
-———
Strateoy\ | ] I
I
I
I >, IStrateq
[ ™ ;ﬂ E Eajeg& _________________________ L
I
| Capabilit G ‘ “Vulnerabilitys :
| pability Capability | ~
! | ™ |
: : &H «Vulnerabilitys
| | Secure Download Security Breach
| | -~ Manipulated annlnad—lmagej
I I
I I
I [
| (I J |
| aTrustees [
: Resource :
' ' m
L
I
I «lrustees
: GnUPG Signature
I




Example from Paper

RSO Page 9: Fig. 20: Risk and Security Overlay
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Page 9: Fig. 9: The Risk Assessment Pattern
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Applied to the NetBSD download

RSO Page 9: Fig. 20: Risk and Security Overlay
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Page 9: Fig. 9: NetBSD Download Risk Assessment Pattern
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Example from Paper Applied to the NetBSD download

Page 9: Fig. 9: NetBSD Download Risk Assessment Pattern - Manipulated Signature
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Page 9: Fig. 9: NetBSD Download Risk Assessment Pattern - Malicious Security Officer
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